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Data Protection & Cybersecurity

E-books E-journals
E-books (Access via ebrary)
Title : Data Protection and Privacy: The Age of

Intelligent Machines

Editor(s): Ronald Leenes...[et al.]

elSBN: 9781509919352

Publisher: Bloomsbury Publishing PLC

Year: 2017

Call No.: KJE6071.A8 .D383 2017ed

Subject(s): Privacy, Right of-European Union countries-
Congresses.

Data protection-Law and legislation-European
Union countries-Congresses.

Access: ebrary.

The subjects of Privacy and Data Protection are more relevant than ever with the European General
Data Protection Regulation (GDPR) becoming enforceable in May 2018.This volume brings together
papers that offer conceptual analyses, highlight issues, propose solutions, and discuss practices
regarding privacy and data protection. It is one of the results of the tenth annual International
Conference on Computers, Privacy and Data Protection, CPDP 2017, held in Brussels in January
2017.The book explores Directive 95/46/EU and the GDPR moving from a market framing to a 'treaty-
base games frame', the GDPR requirements regarding machine learning, the need for transparency in
automated decision-making systems to warrant against wrong decisions and protect privacy, the risk
revolution in EU data protection law, data security challenges of Industry 4.0, (new) types of data
introduced in the GDPR, privacy design implications of conversational agents, and reasonable
expectations of data protection in Intelligent Orthoses. This interdisciplinary book was written while the
implications of the General Data Protection Regulation 2016/679 were beginning to become clear. It
discusses open issues, and daring and prospective approaches. It will serve as an insightful resource for
readers with an interest in computers, privacy and data protection.

Contents

Intro i—iv
Preface V—Vi
Contents Vii—Xii
List of Contributors Xili—xviii

1. EU Data Protection and "Treaty-base Games': When

Fundamental Rights are Wearing Market-making Clothes 1-32
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2. The 'Risk Revolution' in EU Data Protection Law: We can't Have

Our Cake and Eat it, Too 33-62
3. No Privacy without Transparency 63-88
4. Machine Learning with Personal Data 89-114
5. Bridging Policy, Regulation and Practice? A Techno-Legal 115-142

Analysis of Three Types of Data in the GDPR

6. Are We Prepared for the 4th Industrial Revolution? Data
Protection and Data Security Challenges of Industry 4.0 in the EU  143-166
Context

7. Reasonable Expectations of Data Protection in

Telerehabilitation—A Legal and Anthropological Perspective on 167-192
Intelligent Orthoses

8. Considering the Privacy Design Issues Arising from Conversation

as Platform 193-212
9. Conqluding Remarks at the 10th Computers, Privacy and Data 213-218
Protection Conference: 27 January 2017
Index 219-236
Title : Network attacks and exploitation: a framework
Author(s): Matthew Monte
elSBN: 9781118987230
Publisher: John Wiley & Sons, Incorporated
Year: 2015
| call No.: HD30.38 .M668 2015¢eb

| Subject(s): Computer security.
Computer crimes -- Prevention.

Access: ebrary.

Matthew Montes

Wiey Corparate Far e Title : Cyber threat! How to manage the growing risk of
= £ cyber attacks

| Author(s): MacDonnell Ulsch
& elSBN: 9781118935965
Publisher: John Wiley & Sons, Inc.

CYBER Year: 2014
TH RE ATI Call No.: HD30.2 .U47 2014eb

Subject(s): Business enterprises -- Computer networks --
Security measures.

Computer security
MACDONNELL ULSCH Access: ebrary.
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[DENTITY

Title : Preventing identity theft in your business: how to
AURITH kA COLLING protect your business, customers, and employees

Author (s): Judith M. Collins

PREVENTING

elSBN: 9780471721321

Publisher: John Wiley & Sons, Inc.

T- ‘FT "YOUR Year: 2016
B;SINESS Call No.: HV6679.C653 2016

Subject(s): Identity theft -- United States -- Prevention.

HOW TO PROTECT YOUR BUSINESS,
CUSTOMERS, AND EMPLOYEES

Access: ebrary.

E-journals (Access via ProQuest)

Enter a new age of cybersecurity
Jooss, Ron. Credit Union Magazine; Madison Vol. 84, Iss. 8, (Aug 2018): 18-23.

What Is GDPR? How financial institutions are affected by the EU's General Data
Protection Regulation
Monson, Keith. Bank News; Kansas City Vol. 118, Iss. 8, (Aug 2018): 22-23.

Avoid the cyber nightmare
Greathouse, Leslie. Bank News; Kansas City Vol. 118, Iss. 8, (Aug 2018): 13-15.

GDPR: companies at risk over unstructured data
Jackson, Olly. International Financial Law Review; London (Jul 13, 2018).

A crash course in data breach readiness
Thompson, Jerry. Risk Management; New York Vol. 65, Iss. 7, (Jul/Aug 2018): 18-19.

Addressing cybersecurity: UK NAO efforts to tackle increasing challenges
McDonald, Tom. International Journal of Government Auditing;
Washington Vol. 45, Iss. 2, (Spring 2018): 18-19.

GDPR decision triggers and APAC
International Financial Law Review; London (May 29, 2018).

How data privacy laws could hamper insurance underwriting
Insurance Journal; San Diego (May 24, 2018).

GDPR will impact US M&A
Crabb, John. International Financial Law Review; London (Apr 4, 2018).

Non-EU firms unaware of GDPR compliance
Jackson, Olly. International Financial Law Review; London (Mar 16, 2018).
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o Why GDPR matters
Edward Cyran, Bill Shipp; Marks, Jonathan. CFO.com; New York (Feb 16, 2018).

® Tech keeps EU data protection rules in check
Jackson, Olly. International Financial Law Review; London (Jan 11, 2018).

® Some aspects of the EU's new framework for personal data privacy protection
Ghibellini, Nicolo. The Business Lawyer; Chicago Vol. 73, Iss. 1, (Winter 2017/2018): 207-
213.

® Survey of the law of cyberspace: an Introduction
Rothchild, John A. The Business Lawyer; Chicago Vol. 73, Iss. 1, (Winter 2017/2018): 173-
176.

® Six steps accountants can take to prepare for GDPR
Bolger, Peter. Accountancy Ireland; Dublin Vol. 49, Iss. 6, (Dec 2017): 36-38.

® Who's responsible for cybersecurity?
Rohrer, Karter K; Hom, Nathaniel S. Strategic Finance; Montvale Vol. 99, Iss. 4, (Oct 2017):
62-63.

® 4 Key cyberisk management questions for directors and officers
Sarkar, Richik. Risk Management; New York Vol. 64, Iss. 8, (Sep 2017): 30-34.
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